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Abstract - The wireless sensor network uses batteries which decay as data is being transmitted from source and
destination. This decay in batteries requires to be minimised. Reasons for decay in batteries could be congestion and
attacks. The attacks which are common in WSN is Sybil attack which is multiple identity attack. In such a situation,
attacker node copies the identities of other nodes and data which is transmitted delivered to the wrong node causing
threat to secure data. In order to solve the problem KNN mechanism is used in the proposed system. KNN is used in order
to form clusters of the minimum distance nodes. These clusters then can be examined for similarity in terms of identities.
In case similarity in terms of identities is found then Sybil attack is detected. The result is presented in terms of
classification accuracy and mean square error. Classification accuracy is obtained by subtracting the actual value from
the approximate value. The error rate is obtained by subtracting the classification accuracy from 100. The proposed
approach uses Euclidean distance to determine the neighbouring nodes. The simulation of the proposed system is
conducted in MATLAB 2017. The mechanism employed detects the Sybil attack with more precision. The result is
improved by the margin of 10% proving worth of the study.
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. INTRODUCTION

The Sybil attack in computer security is an attack where in a reputation system is subverted by
forging identities in peer-to-peer networks. It is named after the subject of the book Sybil, a case study of
a woman diagnosed with dissociative identity disorder.

A Sybil attack is a Multiple Identity Attack utilizing multiple distributed attack sources.
Typically, the attackers use a large number of controlled bots distributed in different locations to launch a
large number of Multiple Identity Attack attacks against a single target or multiple targets. With
the rapid development of network technology in recent years, the attack traffic scale caused by
Multiple Identity Attack attacks has been increasing, with the targets including not only business
servers, but also internet infrastructures such as firewalls, routers and DNS system as well as
network bandwidth, the attack influence sphere has also become broader.

WSN (wireless sensor network) provides a wide range of computing resources from servers
and storage to enterprise applications. WSN is a hosting environment that is immediate, flexible, scalable,
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secure and available. The computing resources from cloud can be easily and quickly accessed and
released after use with very less management effort. The concept of WSN can be used in mobile
applications running on SMDs (surface mounted device) to boost up their performance. With the
integration and support of WSN into the complex mobile applications, the term Mobile WSN (MCC)
arises.

The Sybil attack in computer security is an attack where in a reputation system is subverted by
forging identities in peer-to-peer networks. It is named after the subject of the book Sybil, a case study of
a woman diagnosed with dissociative identity disorder.

A Sybil attack is a Multiple Identity Attack utilizing multiple distributed attack sources.
Typically, the attackers use a large number of controlled bots distributed in different locations to launch a
large number of Multiple Identity Attack attacks against a single target or multiple targets. With
the rapid development of network technology in recent years, the attack traffic scale caused by
Multiple Identity Attack attacks has been increasing, with the targets including not only business
servers, but also internet infrastructures such as firewalls, routers and DNS system as well as
network bandwidth, the attack influence sphere has also become broader.

WSN (wireless sensor network) provides a wide range of computing resources from servers
and storage to enterprise applications. WSN is a hosting environment that is immediate, flexible, scalable,
secure and available. The computing resources from cloud can be easily and quickly accessed and
released after use with very less management effort. The concept of WSN can be used in mobile
applications running on SMDs (surface mounted device) to boost up their performance. With the
integration and support of WSN into the complex mobile applications, the term Mobile WSN (MCC)
arises.

The Sybil attack in computer security is an attack where in a reputation system is subverted by
forging identities in peer-to-peer networks. It is named after the subject of the book Sybil, a case study of
a woman diagnosed with dissociative identity disorder.

A Sybil attack is a Multiple Identity Attack utilizing multiple distributed attack sources.
Typically, the attackers use a large number of controlled bots distributed in different locations to launch a
large number of Multiple Identity Attack attacks against a single target or multiple targets. With
the rapid development of network technology in recent years, the attack traffic scale caused by
Multiple Identity Attack attacks has been increasing, with the targets including not only business
servers, but also internet infrastructures such as firewalls, routers and DNS system as well as
network bandwidth, the attack influence sphere has also become broader.

WSN (wireless sensor network) provides a wide range of computing resources from servers
and storage to enterprise applications. WSN is a hosting environment that is immediate, flexible, scalable,
secure and available. The computing resources from cloud can be easily and quickly accessed and
released after use with very less management effort. The concept of WSN can be used in mobile
applications running on SMDs (surface mounted device) to boost up their performance. With the
integration and support of WSN into the complex mobile applications, the term Mobile WSN (MCC)
arises.

WSN Security

In spite of its popularity, however, WSN has raised a range of significant security and privacy
concerns which hinder its adoption in sensitive environments. The transition to WSN model exacerbate
security and privacy challenges, mainly due to its dynamic nature and the fact that in this model hardware
and software components of a single service span multiple trust domains. In the cloud, data and services
are not restricted within a single organization's perimeter. This dynamism of data introduces more risk
and complicates the problem of access control.
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Therefore, compared with the traditional models, in WSN model ensuring confidentiality and
integrity of the end-users' data is far more challenging. Moreover, cloud services are usually multi-
tenancy services, meaning that a single infrastructure, platform, or software provides its services to
multiple mutually untrusted parties simultaneously. Therefore, confidentiality of these parties' data need
to protected against each other. However, in some cases these parties may want to collaborate and share
some data with each other in a controlled manner and thus there should be a mechanism that allows them
to collaborate. Layered architecture of WSN requires different levels of security considerations. In this
work we are mainly concerned with the problem of identity management and access control in application
and service level. We introduce a set of multi-party protocols specifically designed for cross-domain
integrated cloud services. The main objective of these protocols is to provide more visibility and control
to the end-user and close the gap between capabilities of existing solutions and new requirements of cloud
based requirements.

Even though, the virtualization and WSN delivers wide range of dynamic resources, the security
concern is generally perceived as the huge issue in the Cloud which makes the users to resist themselves
in adopting the technology of WSN. Some of the security issues in the Cloud are discussed below:

1. Integrity: Integrity makes sure that data held in a system is a proper representation of the data
intended and that it has not been modified by an authorized person. When any application is running on a
server, backup routine is configured so that it is safe in the event of a data-loss incident. Normally, the
data will backup to any portable media on a regular basis which will then be stored in an off-site location.

2. Availability: Availability ensures that data processing resources are not made unavailable by
malicious action. It is the simple idea that when a user tries to access something, it is available to be
accessed. This is vital for mission critical systems. Availability for these systems is critical that
companies have business continuity plans (BCPs) in order for their systems to have redundancy.

3. Confidentiality: Confidentiality ensures that data is not disclosed to unauthorized persons.
Confidentiality loss occurs when data can be viewed or read by any individuals who are unauthorized to
access it. Loss of confidentiality can occur physically or electronically. Physical confidential loss takes
place through social engineering. Electronic confidentiality loss takes place when the clients and servers
aren’t encrypting their communication.

1. Problem Formulation

During the last few years, there has been a sharp increase in the number of network-based
computer attacks. This has lead many researchers to study this field in great depth in order to develop
novel methods that are capable of eliminating this threat from today’s computer networks. This chapter
presents a summary of some of the most recent work on the mitigation techniques of common identity
based attacks like Sybil and spoofing. The work that is summarized in this chapter deals primarily with
attacks on the transport layer, attacks on the network layer, and a thorough introduction to the concept of
the mitigation technique known as client puzzles. It is very difficult to secure data from intruders. Now in
our proposed system we detect the malicious nodes as well as correct them.

1. OBJECTIVE OF STUDY

The proposed work deals with the mobility of nodes along with the static nodes to reduce the
identity based attacks in the cloud like networks. The objectives are listed as follows

1. Increasing the lifetime of the network.

2. Reduce the energy consumption within the network.
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3. Reduce the packet drop ratio.

4. Increase reliability and reduce bandwidth consumption of the network.

V. METHODOLOGY

The methodology to achieve the objectives is listed as follows

1. Input the number of nodes in the networks.

2. Enter the threshold coverage area (Ct) associated with node.

3. Initialize count=0

4, Check the neighborhood of nodes in terms of coverage area(Ci)

EXISTING
RESEARCH

4.1 if Ct>Ci then

Count=count+1

End of if

5. if count=1 then

51 Apply Euclidean distance to determine location of attacking node
5.2 If Ct>Ci then

5.3 Declare Sybil attack along with its location

End of if >

Changes to

existing

research

6. Repeat the above steps for all the nodes
7. Calculate lifetime, packet drop ratio and energy consumed )
8. Stop

V. Tools Used

In order to perform the simulation of the existing and proposed system MATLAB is used. The
MATLAB is a mathematical tool which is used in order to build the environment in which this simulation
can take place. The research methodology which is utilize in this case will involve all the tools which are
utilize in the name of gathered the enlightenment around the obstacle. This enlightenment will be utilize
in the name of solve the obstacle which is considered.

VI. Results

Sybil attack will be the one in which one node takes the identity of other node. The overall
performance goes down by the application of Sybil attack. In order to resolve the problem Euclidean
distance mechanism is merged along with KNN approach. KNN used to find the neighbours of the node
being analyzed. In, case their exist only one neighbour of current node then Sybil attack is detected the
Euclidean distance is used to check the location of the Sybil node. The overall time consumption of
simulation is achieved to be better as compare to existing approach. This is shown as under
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Table: Showing time consumption of existing and proposed system

Time Consumed

1 2 3 4 5 6

Number of Simulation

PROPOSED EXISTING
KNN+EUCLIDEAN KNN
12.5357 22.4715
36.6243 44.4277
48.6805 64.4345
46.7414 60.4107
73.0829 98.9666
101.205 113.473

120

100

m TIME
CONSUMED
EXISTING

H EXISTING
APPROACH

Figure : Showing time consumption of existing and proposed system
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The simulation is conducted in matlab and Sybil nodes are recorded the number of nodes are
varied from 100 to 200 and result is recorded. The snapshot generated from proposed system is as under
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Figure: Nodes having 0 neighbours are indicated through the proposed system.
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Figure: O probability neighbour node attacks are predicted through this graphs.

As the detection is more accurate hence less chances of attack and indirect attack probability

decreases.

The result obtained from matlab simulation is given as under
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Detection results in terms of 100,120,140,160,180 and 200 Nodes

As the number of nodes increases sybil attack is also enhanced. The detection process shows time
consumption is greatly reduced in determining location of sybil nodes.
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